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A) Description: 

This lab included the use of multiple VLANs, as well as the switching of the 

administrative VLAN from the usual Vlan1 to Vlan255. This felt like a very realistic topology 

with the inclusion of DHCP as well as Access Switches and Distribution Switches. Using port-

security and making the mac address sticky was an extremely cool concept to implement to 

ensure that only the one desired device can have access. Overall, this was a very fun and 

interesting lab. 

 

B) Topology: 

 

 

C) Key Syntax: 

Command Description IOS Mode 

hostname Sets the name of the device Global Configuration mode 

login Prompts the user to enter a 

password to gain access 

Line Configuration mode 

logging synchronous Synchronizes the console line Line Configuration modeP 

int x/x Accesses and interface Global Configuration mode 

ip config Verifies the ip address and 

subnet mask of a host 

CMD User mode 

ping Verify connectivity to 

another entity on the network 

through the IP address 

CMD User mode 



ip default-gateway Sete the address to forward 

packets to on a switch 

Global Configuration mode 

ip route 0.0.0.0 0.0.0.0 Sets default static route to 

forward all packets across a 

connection 

Global Configuration mode 

router ospf (number) Sets up ospf on a router Global Configuration mode 

 

ip nat pool Creates a NAT pool of ip 

addresses 

Global Configuration mode 

 

copy running-config startup-

config 

Copies the running 

configuration to the startup 

configuration 

Privileged mode 

spanning-tree portfast 

bpduguard default 
Enables BPDU guard on 

spanning-tree ports 

Global Configuration Mode 

spanning-tree guard root Enables Guard Root Global Configuration Mode 

switchport trunk native vlan 

255 
Sets the native vlan Interface Configuration Mode 

banner motd Sets a Banner message Global Configuration Mode 

ip dhcp pool Creates a DHCP pool Global Configuration Mode 

switchport port-security 

maximum 1 
Sets the maximum number of 

Mac addresses a port can take 

Global Configuration Mode 

switchport port-security mac-

address sticky 
Makes the port learn the first 

MAC address it sees and 

stick with that 

Global Configuration Mode 

D) Verification: 

vlans 

 

  



 

making vlan 255 the admin vlan 

 

Edge routing table 

 

  



Testing connectivity: 

PC12 pinging outfacing Edge interface and Internet PC 

 

PC21 pinging Internet-HTTP-Server and PC13 

 

  



PC255 pinging PC23 and Server 

 

NAT and PAT 

 

NAT statistics 

 

Still have full connectivity after NAT and PAT 

  



Internet-HTTP-Server pinging PC21 and Access-Sw2 

 

11) 

A) Preventing the use of DTP 

 

  



 

B) Spanning-tree portfast 

 

 

  



 

C) Enable BPDU GUARD 

 

 

D) Show BPDU Guard 

 

 

  



G) Port Security: mac address sticky 

PC22 on f0/12 

 

Random laptop plugged into f0/12 (packets dropped even with same ip address) 

 

H) DHCP implementation 

 

  



 

 

 

E) Test Cases 

1) Implementation of NAT/PAT test case 

 

  



2) BPDU 

Ports shutting because of BPDU 

 

 

  



3) MAC-address change 

PC22 on f0/12 

 

Random laptop plugged into f0/12 (packets dropped even with same ip address) 

 



 

 

F) Conclusion: 

The lab went almost exactly as planned with almost everything we implemented working as 

expected. The only problem I had was implementing root guard. When I tried to implement this 

it seemed to break the entire topology and caused all ports to go crazy. I tried implementing it in 

different orders as well as googling the error messages it was giving me to see what I was doing 

wrong. I was able to finally implement it on Access-Sw2 fine, but then when I continued it broke 

again. I have 2 versions, the broken one is the one with root guard enabled, while the normal one 

does not have that implemented. 

 

G) Things Googled/Sites used: 

How to configure Etherchannel:  
 https://www.cisco.com/c/en/us/td/docs/routers/access/1900/software/configuration/guide/So

ftware_Configuration/etherchannel.pdf  

How to configure DHCP snooping: 

https://www.computernetworkingnotes.com/ccna-study-guide/configure-dhcp-snooping-on-

cisco-switches.html  

https://www.computernetworkingnotes.com/ccna-study-guide/configure-dhcp-snooping-on-cisco-switches.html
https://www.computernetworkingnotes.com/ccna-study-guide/configure-dhcp-snooping-on-cisco-switches.html

